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Privacy and Protection Don't Mean Social Networks are Good for You







Does Social Media Do More Harm Than Good for
Society?
Propaganda and Misinformation Spread on Social Media

fake news



Pros: Why is social media good?

Social media and technology offer us greater convenience and connectivity:

* staying connected with family and friends worldwide via email, text, FaceTime,
etc.

e quick access to information and research

* banking and bill pay at our fingertips

* online learning, job skills, content discovery (YouTube)

* involvement in civic engagement (fundraising, social awareness, provides a voice)
« great marketing tools b U1k A& 13

* opportunities for remote employment_g2 o) ) Al s cua
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Cons: Why is social media bad?

m ;
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* Online vs Reality (A2 <A

* Increased usage ( time spent)b) (b)) < a

 Social Media is addicting. Lic!

* Fear of Missing Out. FOMO b3 5 lldaa (a0a G 31 i
* Self-image issues (il 43 laie) (IALS g o Ko Al 4y LS


https://www.brownhealth.org/node/229221




 Cyberbullying s _ubw s A

 Spread of misinformation < iU cileSUal

* Addiction 2L}

* The decline in face-to-face communication s_¢> 43 o g> <dals )

* Self-esteem issues (i 43 i)

« Social isolation Slaal )

* Polarization and echo chambers axbal 43 55 (&3S 4y ag I3 G ga Jafd 05 ulad
 Cyberstalking and harassment (s _sba Cudl g )

 Decrease in privacy asad slad s

e Comparison and envy (RS 4wslia



Misinformation vs. Disinformation: What Is the Difference?




What Is Misinformation?
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What Is Disinformation?
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https://www.makeuseof.com/generative-ai-becoming-tool-for-disinformation/
https://www.makeuseof.com/generative-ai-becoming-tool-for-disinformation/

6 Questions to Ask Yourself Before Joining
Any Social Network

e




*How Does the Site Handle Privacy and Your
Data?

*Does the App's Content Align with Your
Interests?

*Will The App Merely Be a Distraction?
*Who Are You Likely to Connect With?
* What Features Does the App Offer?
*|s the Platform Future-Proof?



https://www.makeuseof.com/questions-ask-yourself-before-joining-social-network/#how-does-the-site-handle-privacy-and-your-data
https://www.makeuseof.com/questions-ask-yourself-before-joining-social-network/#how-does-the-site-handle-privacy-and-your-data
https://www.makeuseof.com/questions-ask-yourself-before-joining-social-network/#does-the-app-39-s-content-align-with-your-interests
https://www.makeuseof.com/questions-ask-yourself-before-joining-social-network/#does-the-app-39-s-content-align-with-your-interests
https://www.makeuseof.com/questions-ask-yourself-before-joining-social-network/#will-the-app-merely-be-a-distraction
https://www.makeuseof.com/questions-ask-yourself-before-joining-social-network/#who-are-you-likely-to-connect-with
https://www.makeuseof.com/questions-ask-yourself-before-joining-social-network/#what-features-does-the-app-offer
https://www.makeuseof.com/questions-ask-yourself-before-joining-social-network/#is-the-platform-future-proof

How Does the Site Handle Privacy and Your Data?
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Does the App's Content Align with Your Interests?
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Will The App Merely Be a Distraction
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Who Are You Likely to Connect With
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What Features Does the App Offer
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WHAT DO YOUR DEVICES KNOW ABOUT YyOu 2

Whether it"s & computes Oon yoary desik or &3 phone ire yousr = = =
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CYBER CRIME STATISTICS
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How Do Social Networks Make Money?




Email or phone Password

Forgotten account?>

@ Fundraisers Fundraiser categories

About

oo,

Animals
Explore

;) Arts and culture

Business

CTCTreate a Fundraiser Community and social action

Facebook Tundraisers make it easy to support friends. Tamily and the Crisis relier
causes that are important to you. such as:

% No Tees Tor donations to most non-profit Tundraisers and low Tees Tor EducAnon

personal Tundraisers Environment
QP over 1 million non-profits on Facebook to SuUpport or raise money for

a personal cause such as a medical or education cause Faith

== Quickly spread vour story to build momentum and raise more money Funeral and loss
Health and medical
Raise Mioney
INnternational
J Personal emergenc
Popular on Facebook G- t=) >

]

L Y - L Sport
RN . - =

« 1. Venture Capital 2 bd Agla

* 2. Advertising Claals
3. User Data OV S sl b2l

* 4. Premium Memberships  Jbes sl Cugiac
5. Transaction Fees and Virtual Products W (i) 5 3 Ja 8
6

. Diversifying GRS £ siia
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SECURITY

3. USE PRIVACY SETTINGS.

@ 1. THINK BEFORE YOU POST.

.%.

&,

2. USE STRONG, DIVERSE PASSWORDS.




How to Make Your Instagram More Private




1. Unlink Your Facebook Profile

LS gad | ) 298 S gand Jul8 g A gy

10:37 8 all T 10:37 8
< >
QO Meta

Accounts Centre

Control settings for connected experiences across
O Instagram, the Facebook app and Messenger.

Facebook

‘ , Accounts and profiles > >

Sync profile info ‘
Manage connected experiences

Use the same profile info on Alvin Wanjala and your other
profiles.

Logging in with accounts >

Sharing across profiles >

10:37 8 il = (2L

<

Your Facebook account will be
removed from your Accounts
Centre

When you disable connected experiences by
removing an account from your Accounts Centre,
we'll stop using your info across accounts to suggest
friends or accounts to follow. It may take some time
before this is reflected across our products.

Even if you remove this account

We want to remind you that we'll continue to use info
across these accounts as per our 1 to:

- Provide more personalised features, content and
suggestions across our products

- More accurately count people and understand how
they use our products

- Personalise ads for you and others and measure
performance of those ads

- Keep you and others safe

Remove

Cancel
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2. Set Your Instagram Account to Private
J#ﬁMwJA&JJ\JJJAeUSM\Q}E\

< Settings
Q Search
Follow and invite friends
Notifications
Privacy
Security
Ads
Account
Help

About

Control settings for connected experiences across Instagram, the
book app and Messenger, including story and post sharing and

jging in

Logins

(D] & ]

< Privacy
Account privacy

[5 Private account

Interactions

Q) Limits

Q) comments Everyone

Posts

Mentions Everyone

Story

Reels and remix

Live

Guides

Activity status

Messages
Connections

® Restricted accounts

N Q

< Privacy
Account privacy

Interactions

@ Limits

( 2 Comments

Switch to Private




3. Pick and Choose Your Close Friends
AuiS lald) |y A S ol g

Close Friends >< Close friends

We don't send notifications when you edit your Close
Friends list. How it works.

- - Q Search

Close friends

Add to your Close Friends list

You may not always want to share things with everyone
who follows you. You can create a list of close friends and
choose to share your story with only them. How it works. ]

Sunaested

Get Started

Settings

Your activity

Archive

QR Code

Saved

Close friends

Discover people

Create List




4. Take Control of Your Stories
28 ) 30 sl (il

< Privacy <
Account privacy Viewing

6 Private account Hide story from 0 people

Hide your story and live videos from specific

" yeople Savin
Interactions G 9

Q@) Limits Close friends I person Save story to Camera Roll .

Share vour storv onlv w specific people % :
hare your story only with specific people Automatically save photos and videos to your phone's

camera roll
Q Comments Everyone
Replying
Posts Save story to archive
Allow message replies Automatically save photos and videos to your archive so

H Choose who can reply to your story you don't have to save them to your phone. Only you
Mentions Everyone hoose n reply to yo
can see your archive

Story Everyone
Sharing...

Reels and remix

Allow sharing to story
Live Let people add your posts to their story. Your username

Off will always be shown with your post

People you follow .

Guides

Saving Allow sharing to messages ‘

Let people share your tory in a message

Activity status

Messages Save story to Camera Roll
Automatically save photos and videos to your phone's Share your story to Facebook .
camera roll

Connections Automatically share your Instagram story as

Facebook story

@ Restricted accounts Save story to archive

Automaticallv save photos and videos to vour archive s




5. Disable Your Activity Status
LS Jlad i ) 354 cullad Cunia g

11:42 8

<

Activity status

Show Activity Status

Show Activity Status
) accounts you Allow accounts you follo\
> to se re last act mes 1€ to see
currently actiy on Instagram apps. When this is
turned off, you won't b ble to
status of other

Activity status

s you follow and anyone

and anyone
/hen you ° en you were last
1tly active on Instac
turr off, u
status of other

you
Curre
the tivity

act > Or are
Learn More

ram apps. When this is
k to

accounts. Learn More

accounts

fou ¢

h ivity
an continue to use our

services You can continue to use our service if active
status is off status is off

Show When You're Active To
Allo accounts you follow and ar ONeE
Mme 1ge to see when you're both ¢
same chat. You'll a > be able to

they're same chat

gether

ctive in the
see when

active in the Learn More




6. Stop Automatic Posting
83 0A Jlu ) i g3

< < <

Likes and Views Likes and Views Likes and Views

Hide Like and View Counts ‘ Hide Like and View Counts [ Hide Like and View Counts

You won't see the total number of likes and views on posts from
other accounts. You can hide like counts on your own post

you create them by going to Advanced Setting aind turning
'Hide Like and View Counts on This | T

Allow Tags From Allow Tags From Allow Tags From
Everyone Everyone . Everyone
People You Follow People You Follow People You Follow

No One No One No One

Tagged Posts Tagged Posts Tagged Posts

Manually Approve Tags Oon > Manually Approve Tags Manually Approve Tags

an tag you in their photos and videos. When people Ct YR n their g t i vide Vhen j ¥ t I

you, they'll see if you don't allow tags from everyone




Hide Your Whereabouts
S Gl ) A (-

IOS devices, open Settings, scroll down to the app section, and select
Instagram. Tap Location and select Never under Allow Location Access.

On Android, open your Settings app, then tap Privacy > Permission
manager. Select Location to see the apps that have access. If Instagram
is available, select it and choose Don't allow on the next page. Steps
will vary across devices, but you can manage your Android permissions
using third-party apps that standardize the whole process.



https://www.makeuseof.com/permission-manager-apps-android/
https://www.makeuseof.com/permission-manager-apps-android/

How to Make WhatsApp More Secure and Private




1. Enable Disappearing Messages for Sensitive Conversations

To activate Disappearing messages in a given chat, tap the contact's
name at the top and select Disappearing messages. Next, choose a
period after which a message will be deleted.

2. Turn On Security Code Change Notifications

To turn on security code change notifications, go
to WhatsApp > Settings > Account > Security > Show security
notifications and flip the toggle to green.

On Android, tap Settings > Account > Security Notifications and toggle
on Show Security Notifications on This Phone.

3. Enable Two-Step Verification

To enable two-step verification on WhatsApp just go to Settings >
Account > Two-step verification > Enable.



4. Lock WhatsApp With Fingerprint or Face Verification

On Android, you can lock your WhatsApp app by hitting the three-dot
menu in the top right, selecting Settings > Privacy > Fingerprint

lock, then toggling Unlock with fingerprint. You'll then be asked to add
a fingerprint, and then you can select the standby time before
WhatsApp is automatically locked.

On iOS, go to Settings > Privacy > Screen Lock and toggle on Require
Touch ID or Require Face ID. Finally, select the time standby time
before WhatsApp automatically locks.

5. Encrypt Cloud Backups

On Android, tap the three-dot menu in the top right and select Settings
> Chats > Chat backup > End-to-end encrypted backup > Turn on. You
can do the same on iPhone by going to Settings > Chats > Chat Backup
> End-to-end encrypted backup > Turn on.



6.Beware of Common Scams
7. Get the Official WhatsApp Desktop Apps

To use WhatsApp on your computer, you need to link your phone with
WhatsApp Web or the WhatsApp desktop apps. To be on the safe side,
get the official desktop app.

8. Adjust Your WhatsApp Privacy Settings

WhatsApp isn't the most private messenger out there, but it gives users
at least some control. Go to Settings > Account > Privacy to see
everything at your disposal.



How to Enable Two-Step Verification on WhatsApp




To enable two-step verification on WhatsApp just go to Settings > Account > Two-
step verification > Enable. You'll then be asked to create a six-digit PIN which you'll
be required to input every time you need to verify your phone number. You will also
be prompted to enter your PIN periodically to help you remember it.

15:55 © 15:55 G © = all - 15:55 d ©
<« Settings <= Account < Two-step verification
DaveP - (<] Privacy
. Hey there! | am not using WhatsaA.... =
= ] Security
* % %
¥ Account
Privacy, security, change number == Two-step verification
[=§ Chats ) E’ Change number For added security, enable two-step verification,
Theme, wallpapers, chat history which will require a PIN when registering your phone
number with WhatsApp again.
o  Notifications = Request account info
Z Message, group & call tones
- Delete my account
o Storage and data
Network usage, auto-download
Hel
@ e

Help centre, contact us, privacy policy

Invite a friend

FACEBOOK

ENABLE

< @)




Have fun and be safe
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https://www.androidpolice.com/how-to-use-google-authenticator-authy-2fa-secure-accounts/




Top 10 tips for using Telegram safely and securely

Use secret chats to encrypt your messages
S oaldiu) 193 W aly N8 Jay ) (Al s )
To start a secret chat, follow these steps:
* Open Telegram.
* Tap the pencil icon in the lower-right corner.
* Tap New Secret Chat.

e Select a contact to start a secret chat



Enable two-step verification to prevent

unauthorized access
LS Jlad ) slada o 93 2l ¢ Glava € o fd D) s S sl (o)

* Open Telegram.

* Tap the menu button in the upper-left corner of your screen.
* Tap Settings.

* Tap Privacy and Security.

* Tap T wo-Step Verification.

* Enter a password.



Disable active sessions on other devices
AS Jad e K0 ol ol o ) Jled Gl

* Open Telegram.

* Tap the menu button in the upper-left corner of your screen.
* Tap Settings.

* Tap Privacy and Security.

* Tap Active Sessions.

* Tap Terminate all other sessions.



Send self-destructing media
D5 g 29 s Al

* Open Telegram
* Select a chat.

* Tap the Attach icon in the lower-right corner of your screen.
* Choose an existing image or take a new one.

* Tap the stopwatch button next to the Send button.
* Select how long you wish your media to last.

* Tap the Send button.



Delete MESSages for ultimate privacy
AiS Cdda | W sl ¢ e guad an s Bds (o)

* Open Telegram.

* Open a chat.

* Long press any chat message.

* Tap the Delete button in the upper-right corner of your screen.

* Select the Also delete for checkbox to delete it for the other person.
* Tap Delete.



Lock the Telegram app with a password
LIS J88 Hge Gy L)y al AL Al

* Open Telegram.

* Tap the menu button in the upper-left corner of your screen.
* Tap Settings.

* Tap Privacy and Security.

* Tap Passcode Lock.

* Tap Enable passcode.

* Choose a passcode, and then tap Confirm.



Hide your IP address with a proxy server
il IP S Ak oS g g g S i), 2 6A

Here's how to set up a Telegram proxy server:

* Open Telegram.

* Tap the menu button in the upper-left corner of your screen.
* Tap Settings.

* Tap Data and Storage.

* Scroll down and tap Proxy settings.

* Tap Add Proxy



Double-check your group permissions
LS i) 3 0k sd 1) 298 09 8 (A g

* Open Telegram.

* Tap the menu button in the upper-left corner of your screen.
* Tap Settings.

* Tap Privacy and Security.

* Tap Groups.

* Change Everybody to My Contacts.



How to clear payments and shipping information
dﬁjdﬂj&i\dﬁ&b%\&dﬁd\ﬁoﬂ

* Open Telegram.

* Tap the menu button in the upper-left corner of the app.
* Tap Settings.

* Tap Privacy and Security.

* Tap Clear Payment and Shipping Info.

* Select the Shipping info and P ayment info checkboxes.
e Confirm your changes by tapping Clear.



Automatically delete your account after losing

dCCesSsS
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* Open Telegram.

* Tap the menu button in the upper-left corner of your screen.
* Tap Settings.

* Tap Privacy and Security.

* Tap If away for under the Delete my Account heading.

* Choose a period of time.



Location Spoofing vs. VPN: What's the Difference?
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What |Is Location Spoofing?
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Key Differences Between Location Spoofing and VPN

Feature

Primary Function

Privacy

Security

Common Use Cases

How It Works

Effect on Internet Speed

Access to Streaming Services

Setup

Legal Considerations

Location Spoofing
Fakes your location for apps and websites

Limited—does not encrypt data or provide real
privacy

None—vulnerable to tracking and data leaks

Accessing region-locked apps, games, or
content; GPS tricks

Modifies GPS or IP address, typically without
encryption

Minimal impact, unless using proxies

May not work, as many streaming services
block fake IPs or GPS locations

Simple—usually just an app or browser
extension

Generally legal, but some apps may ban users
for spoofing

VPN

Encrypts your data and changes your IP address

High—encrypts data, hides browsing activity
from ISPs

High—protects against hacking, especially on
public Wi-Fi

Accessing geo-blocked content, securing online
transactions

Routes internet traffic through an encrypted
tunnel

Can slow down speeds due to encryption and
server routing

More reliable, as VPNs can bypass geo-
restrictions on streaming

Requires subscribing to a VPN service and
installing software

Legal in most countries, but may be restricted in
some places
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Which One Should You Use?
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About Your Online Trail

What Is a D




How Can Your Digital Footprint Be Used?
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5. Law Enforcement and Security
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Social media footprints
Email footprints

Blog posts and comments
Download footprints
Photo and video footprints
Web search footprints
Online purchases







. Delete Unnecessary Accounts
. Don't Provide Your Personal Email Address
. Use Fake Information (if Legal)
. Check Your Privacy Settings
. Don't Login With Facebook
. Think Before You Post
. Protect Against Data Dumps
. Use Incognito Windows
. Use a Privacy Extension
10. Use a VPN
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Social Engineering: 10 Ways To Protect
Your Business |
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. Cyber Security Policies
. Mobile Device Management
. Multi-Factor Authentication
. Regular Backups
. Password Management
. Security Awareness Training For Employees
. Encrypting Emails and Data
. Keep Software/OS Up to Date
. Define Roles and Verify Identities
10. Utilise Next-Gen Firewall and Anti-Virus
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Online Photos and Personal Privacy: 4 Things to Check
Before You Upload




3 Ways to Remove Metadata From Photos
1. Remove EXIF Data With Windows File Explorer

Open File Explorer (Windows key + E shortcut).
Navigate to your image.

Right-click on your image and select Properties.
Click the Details tab

2. Remove EXIF Data Using GIMP

GIMP is a free and open-source software that can easily strip EXIF data from an image. It may
even be easier than the Windows 10 method above!

3. Remove EXIF Data Using a Mobile App

Download: Photo Metadata Remover for Android (Free)

Download: Metapho for iOS (Free, in-app purchase for metadata removal)



https://www.anrdoezrs.net/links/7251228/type/dlg/sid/UUmuoUeUpU38629/https:/play.google.com/store/apps/details?id=apps.syrupy.metadatacleaner
https://www.anrdoezrs.net/links/7251228/type/dlg/sid/UUmuoUeUpU38629/https:/itunes.apple.com/us/app/metapho/id914457352?mt=8

11 Tips For Safely Using Anonymous Accounts On Social

Networks
1) Create A Dedicated Email Address s sy ualais) dua il sy

2) Pick A Unique Username A0S QAL 15 38 Ay peanda g ulS ol Sy

3) Avoid Using The Same Photos Across Personal And Anonymous
Accounts

4) Clear Your Browsing History (Or Use Incognito Mode)
5) Pay Anonymously ...... web money, cash, digital
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11 Tips For Safely Using Anonymous Accounts On Social Networks

* 6) Keep Personal Secrets To Yourself L84S 358 s) 1) (pead )
7) Always Use Strong Passwords
8) Keep Meetings Separate From Your Everyday Life
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9) Keep Your Anonymous And Real Life Completely Separa
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- ZERO TRUST NETWORK
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TOMORROW
YOU WILL WISH
YOU HAD
STHRTED TODRAY
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